HIKCA

Hong Kong Certification Authority

HKCA d-Cert Subscriber Portal

User Manual

Version v1.1

Date: 2026 May



1

Contents

Introduction 1
1.1 Purpose of CompPilation...........ccveeierieriierienieniestese ettt ee s e e e e seaessaesseeennas 1
1.2 ADPPHCADIE USEIS .. .eeuieiiiieeieieiesiieiete ettt e ettt sttt et e stesse e s ensesseeseensenseeseensenseneas 1
1.3 DI INIIONS. ¢...teeetietiete ettt ettt ettt et et et et e esteesaeessee st e ese e saensaesseensaesssenssesssenssennsennnas 1

System Registration, Login and Environment Preparation 1
2.1 System Access Address and Environment Requirements ............cccceeeeerverieneneecieniennnns 1
2.2 AcCCOUNt REGISIALION. ....eitiiiieiieiieieecie et ettt eteesteeste e teeteeteeteesseeseeseenseenseenseensaenseens 2

2.2.1  Personal ACCOUNt REGISIIALION .....ccueeveriieiietieiesiieteeietesttete et eteseeeseeseesteseeesseeseensesseensesseensesseensenses 3

2.2.2  Organisational Account REGISIIAtION .......c.ccverueriieriirieieniierieeteteseeeeerteteseeeteeseesteseeesesseensesenensenses 4

2.2.3  Register Account by TAM SMAIt........cciiiiiriiiiiniiiereere ettt e 5

2.24  Bind "iAM Smart" to Existing Account

2.2.5  Register the Organisational Account to the existing Personal Account............cocceeveeeveerincncnennenn 11
2.3 Account Login and LOGOUL .........ccieriieiiieiiieie ettt ettt eve e

2.3.1  Login with Account Email and Password

2.3.2  Login With TAM SIMATIT...cc.eiiiiitiiiiiieiteetetee ettt ettt et ettt e b e sbt et eatesbe e tesbe et e sbeeneenaean

2.3.3  ACCOUNT LOGOUL ...ttt ettt et b e e bbbt e b e st et et enbeeate b
2.4 Password Reset and RECOVETY .......ooiiiiiiiiiieiieieceeee e

Interface Overview and Basic Operations 20

Application of d-Certs 21
4.1 (o B S A s (0] 1 PSPPI 21
4.2 Create Certificate Application OTder..........ccuerierierierieiieeieee e 21

Order Management 25
5.1 OFdEr PAYIMENE ...c.veiiieiieiieiieitecieestesit ettt ettt e s aeseb e st essbessaeesbesnseesbeensesnseenns 25

ST ONINE PAYIMENL ....viiieiiiiiieiieiieie sttt sttt et e e et e e s teebe e st esseseaenseesaessessaenseassensessnensenssensenes 26

S5.1.2 OFfliNe PAYMENT.c...oouiiiiiiiiiietieieeeeteet ettt et ettt et bt et st e b e bt et sbe e beebeenbesseenbeeneentenne 27

Certificate Application Management 30
6.1 GEE ACCESS COUE ...ttt ettt ettt e st e st e e ate st e e ateentesnteenteenseenseenee 30
6.2 DOWNIOAd CertifiCate .....cueervieriieiiieiiieiieiiesie et sttt et ettt et e e e ssaeseeesseessaesssesseessaensnas 34
6.3 Download Certificate Password...........ccoecieriieriieniieiieeeieeie e 37

6.4  Request for Revocation 0f d-Cert .........ccveviieriieiieiiieiieriesiereeee et 41



1 Introduction

1.1 Purpose of Compilation

This manual is designed to provide operation guidelines for users of the HKCA d-Cert Subscriber
Portal. This system is a comprehensive service platform that integrates the display of digital
certificate products, online ordering, payment settlement, and the full lifecycle management of

certificates.

1.2 Applicable Users

This manual is applicable to end-users who use the HKCA d-Cert Subscriber Portal, namely
organization or individual users with the need to purchase digital certificates, and they are
responsible for placing orders, making payments, and subsequently applying for and deploying the
certificates.

1.3 Definitions

HKCA d-Cert Subscriber Portal: Refers to the software system described in this user operation
manual, used to complete online transactions and management of digital certificate products.

Digital Certificate products: Refers to various types of digital certificates available within the
system, including but not limited to d-Cert (Personal / Organisational / Encipherment).

Certificate Application Number (Application No.): This refers to the Reference Number
generated after the user completes order payment to trigger the certificate issuance process.
The Order No. primarily relates to financial transactions, while the Certificate Application

Number primarily relates to certificate application and management.

2 System Registration, Login and Environment Preparation

2.1 System Access Address and Environment Requirements

This system can be accessed through a web browser. To ensure the normal operation of system

functions and the best user experience, the following environment configuration is recommended.
1. System Access Address: https://hkca.hk/

2. Recommended Browser Configuration: The system has the best compatibility with the

following browsers:
Google Chrome: Version 80.0 and above (recommended)
Microsoft Edge: Version 80.0 and above

Mozilla Firefox: Version 70.0 and above
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2.2 Account Registration

Visit HKCA website, then click “Login” on the upper right corner of the page to access HKCA d-
Cert Subscriber Portal.

"'K A Home About HKCA Digital Certificate (d-Cert) ~ Apply / Use HKCA d-Cert ~ Resources ¥ Use Cases FAQ m English
—

oy Ramg ot

«

Digital Certificate (d-Ce'ri)' qu.ernn)eai-lecﬁgrﬂsed online

identity authentication for seoure digital honsactic';i;s

About Hong Kong Certification Authority (HKCA)

Wlonmee Vv D medifiomsdioe Avibboaeidb, TV AN o o~ deniodbn ) M avdifinsde A ibbhavib,

HKCA d-Cert Subscriber Portal supports the registration of both Personal Accounts and

Organisational Accounts.

New subscribers should select “Register” to create an account. Existing registrants should select

“Login”.

I:.Imr}ﬁ...ﬁ, d-Cert Subscriber Portal % eroisn (oo (JRESNES

System Login

b h

1agree to the

Continue with iAM Smart
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2.2.1 Personal Account Registration

To create a personal account, select “Personal Account Registration” and enter your personal
information and login credentials. A personal account supports the application of d-Cert (Personal).

In order to use the personal account for applying for digital certificates, please bind your iAM Smart
account when registering the personal account (see "Register Account by iAM Smart" for details),

or bind your iAM Smart account after successfully registering the personal account (see "Bind ‘1AM

Smart’ to Existing Account" for details).

I'IK A d-Cert Subscriber Portal

Hang Kong Certifcation

Register a New Account
ersonal Account Regist .n.\.‘-‘ rganisation Account Registratio

You can now complete the account registration via “iAM Smart

| agree to the

W continve with 1am smart

Title Date of Birth

KID Mobile Phone Number

After submission, you will receive an approval email. You may then log in to the HKCA d-Cert
Subscriber Portal using your registered email address and chosen password (see Login with

Account Email and Password for details).

Subject: [HKCA Digital Certificate Subscription Portal] Your XXX Account is Ready

HIKCA

Hong Kong Certification Authority

[HKCA Digital Certificate Subscription Portal]
Account registration success notification
Dear
Thank you for using the HKCA Digital Certificate Subscription Portal.
We are pleased to inform you that your account information has been successfully verified, and your account is now active.

istomer Porta

You can now log in to our customer portal to purchase and manage digital certificates for your business. [Go to Cu 1] (<- This is a hyperlink button)
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2.2.2 Organisational Account Registration

To create an organisational account, select “Organisational Account Registration”. You will register
as the Authorised Representative to communicate with us and manage digital Certificate products.

Enter your organisation details, your information (as the Authorised Representative), along with
login credentials. You must upload required documents, including an authorisation letter from your
company appointing you as the Authorised Representative. An organisational account supports
applications for d-Cert (Organisational / Encipherment).

I'IK MAmd-Cert Subscriber Portal T Engish | login | | Register

Hong Kang Certifcation

Register a New Account

3u can now complete the account registration via “iAM Smart

| agree to the

W continve with 1am smart

nisation Name (English) Organisation Name (Chinese)
ch/Department Name (English) Branch/Department Name

Organisation Type

Number (BRN Copy of Business R

After submission, you will receive an approval email. You may then log in to the HKCA d-Cert
Subscriber Portal using your registered email address and chosen password (see Login with
Account Email and Password for details).

Subject: [HKCA Digital Certificate Subscription Portal] Your XXX Account is Ready

HKCA

Hong Kong Certification Authority

[HKCA Digital Certificate Subscription Portal]
Account registration success notification
Dear
Thank you for using the HKCA Digital Certificate Subscription Portal.

We are pleased to inform you that your account information has been successfully verified, and your account is now active.

You can now log in to our customer portal to purchase and manage digital certificates for your business. [Go t mer Portal] (<- This is a hyperlink button)

When registering an organisational account, a personal account for the Authorised Representative
will be created simultaneously. After logging in, the Authorised Representative may switch accounts
to manage the certificate applications for both the personal account and organisational account.
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2.2.3 Register Account by iAM Smart
1) Visit HKCA d-Cert Subscriber Portal then click “Continue with iAM Smart”.

I:IK A d-Cert Subscriber Portal a Engleh

System Login

b h

Login

B continue win iam Smart

2) Open "iAM Smart" App on your mobile, and then tap the Scan button. Scan the QR code on
the screen.

B v smart @ tngen

«  Scan QR code(Testing enviro.

Log in with iAM Smart :
1. Please open iAM Smart App in your mobile
2.Tap the scan button in iAM Smart App

3. Scan the QR Code

3) After successfully scanning the QR code with “iAM Smart” App, a tick will appear on the QR
code. The mobile app will display the authentication permission screen. Click “Continue”.

B3 iam smart

Log in with iAM Smart

Hong Kong Certification

Log in with iAM Smart :

1. Please open iAM Smart App in your mobile Log in "Hong Kon:

Authority” via auf

cati
o

2.Tap the scan button in iAM Smart App function by iAM Smart

3, Scan the QR Code 0

S

4) The "iAM Smart" app will show that you have successfully logged in to "Hong Kong
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5)

6)

7)

Certification Authority". Click “Back”.
Click “Register New Account”.

If the system detects that the current iAM Smart account is not associated with the HKCA d-
Cert Subscriber Portal account, the user can choose “Register New Account” or "Link up
Existing Account" (refer to Bind ‘iAM Smart’ to Existing Account).

Successfully logged in
"Hong Kong Certification

Authority”

This is your first time logging in through “iAM Smart”. Please login to your existing account to bind your "iAM Smart” account, or register a new account
- Please retum to “Hong Kong
Cortification Autharity” on another

- Link up Existing Account - Register New Account !

After reading and agreeing to the “User Privacy Agreement”, click the check box to indicate

your consent.

!:!KM_A d-Cert Subscriber Portal

Register a New Account Q seach @ o EY wbex

B 70-00

v
&

Register a New Account Q sewch @ e Y inbox

A %-to

Featured Services  Topics
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8) The page pops up "Authorise 'i{AM Smart' to provide personal information".

Open the “iAM Smart” app and select “To Fill”.

!:!KMA d-Cert Subscriber Portal

Register a New Account

Hong Kong Certification
Authority

Form & awaiting to be filled

] Expire in 9 mins 44 secs

Authorise "IAM Smart” to provide personal information

9) Inthe "iAM Smart" app, select “Agree to use”.

Register a New Account

- Engishmame.
LOK, Wing Ching
a * Chanese name

* Deteotbith
08-08-1992
* Gender
female
© HaCho
a1} e
© e

p_ngtseshan@163.com
©  Mobie phane na.
+852 9500 0002

10) Upon successful connection, the fields for Name in English, Name in Chinese, Title, Date of
Birth, HKID, Mobile Phone Number and Email Address (if available) will be automatically
populated, with iAM Smart icons displayed next to them.

In the "iAM Smart" app, select “Back”.

Register a New Account

Jided by “iAM Smart Information successfully

provided
’ &
Bin
° L) : L]
i o N
L g
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11) Continue filling in the remaining information and upload the required supporting documents.
Then click "Submit Registration".

After submission, you will receive an approval email. You may then log in to the HKCA d-
Cert Subscriber Portal using either your iAM Smart (refer to "Login with iAM Smart") or
your registered email address and chosen password (refer to "Login with Account Email and

Password").

2.2.4 Bind "iAM Smart" to Existing Account

1)  Visit HKCA d-Cert Subscriber Portal, then click “Continue with iAM Smart”.

tll{\”A d-Cert Subscriber Portal e N (N

System Login

2) Open "iAM Smart" App on your mobile, and then tap the Scan button. Scan the QR code on

the screen.

B v smart @ Engen

«  Scan QR code(Testing enviro.

Log in with iAM Smart :
1. Please open iAM Smart App in your mobile
2. Tap the scan button in iAM Smart App

3. Scan the QR Code

3) After successfully scanning the QR code with “iAM Smart App”, a tick will appear on the QR
code. The mobile app will display the authentication permission screen. Select “Continue”.
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4)

5)

B iav smart

Log in with iAM Smart

Certification

Log in with iAM Smart :

1. Please open iAM Smart App in your mobile Log in "Hong Kong Certification
Authority” via authentication

2. Tap the scan button in iAM Smart App function by iAM Smart

3. Scan the QR Code 0

The "iAM Smart" app will show that you have successfully logged in to "Hong Kong
Certification Authority". Click “Back”.

Click the "Link up Existing Account" button.

When the system detects that the current iAM Smart account is not linked to the HKCA d-
Cert Subscriber Portal account, select "Link up Existing Account” or "Register New
Account". (Registration of new accounts can be referred to "Personal Account Registration",

"Organisational Account Registration" or “Register Account by iAM Smart”).

Suceessfully logged in
“Hong Keng Certification

Authority”

This is your first time logging in through “IAM Smart”. Please login to your existing account to bind your “IAM Smart” account, or register a new account.

5 Link up Existing Ancuunl! + Register New Account
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6) From the "Link up Existing Account" page, enter the email address and password of the
registered account. Then select “Confirm Link Account”.

=

I-Iy A d-Cert Subscriber Portal A

Link up Existing Account

Please enter your existing account login email and password to link up the
account with "IAM Smart”
Gonfirm Link Acoount

Cancel

7)  After the system verifies the account information, the message "Linking Successful" will be
displayed. Select "Confirm".

©

Linking Successful

Your account has been linked successfully. The system will
redirect automatically
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8) When the account is linked to "iAM Smart", the "Account Information" page will display a

message: "You have successfully linked your 1AM Smart' account."

Py English Organisation Account: [MONG FAT COMPANY LIMITED] | Organisation Account s

My Orders

My Certificates

MONG FAT COMPANY LIMITED ERHMAT

2.2.5 Register the Organisational Account to the existing Personal Account

1) To log in to the HKCA d-Cert Subscriber Portal using the personal account (refer to "Login
with Account Email and Password" or "Login with iAM Smart" for login procedure), select

"Personal Account" in the upper right corner, then select "Sign Up".

Hp English Personal Account: [CHAN Tai Man] -

& Account Information
+ Organisation Account: Sign Up

X Log Out

2) Fill in the organisation details, your information (as the Authorised Representative), along with
login credentials. You must upload required documents, including an authorisation letter from
your company appointing you as the Authorised Representative. Then click "Submit
Registration".
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Establish New Institutions

[CHAN Tai Man]{[chan®*****@***.cam])
Relevant information will be automatically retrieved from your personal account details.

@ The appiicant {or for this shall be assumed to be the cumently kogged-in user:

3) After submission, you will receive an approval email. You may then log in to the HKCA d-

Cert Subscriber Portal using either your iAM Smart (refer to "Login with iAM Smart") or

your registered email address and chosen password (refer to "Login with Account Email and

Password").

4) The original personal account remains usable after submission. Logging in to the original

account will then allow you to view both the personal and organisational accounts

simultaneously.

HKCA d-Cert Subscriber Portal User Manual v1.1 (202605)
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2.3 Account Login and Logout

2.3.1 Login with Account Email and Password

Users must first register an account to log into the system. After logging in, they can place order for

chosen d-Cert types and manage applied d-Cert, such as downloading files or revoking the d-Cert.

1) Visit HKCA d-Cert Subscriber Portal.

2) Enter the login email address, login password, verification code, and tick "I agree to the User

Privacy Agreement" checkbox. Then click "Login".

I:I,,.K...,.é. d-Cert Subscriber Portal

System Login

Fa English Login Register

3)  Once successfully logged in, you can access the Applications, My Orders and My Certificates

pages.

|'IK A d-Cert Subscriber Portal

unt © [MONG FAT COMPANY LIMITED] | Organisation Account S

g Ko Certifeation Aushorey

Applications

My Orders
d-Cert (Organisational) d-Cert (Encipherment)

jus M

sge Medium torage Medium
ty Period:1 tion / Validity Period:1 Year/2

My Certificates
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2.3.2 Login with iAM Smart

1) Visit HKCA d-Cert Subscriber Portal. Then press “Continue with iAM Smart”.

HK A_ d-Cert Subscriber Portal % engisn [Tlogin | [ Regisier

System Login

Continue with IAM Smart

2)  The desktop web browser will redirect to the "iAM Smart" system, displaying a QR Code.

iAM Smart @ enisn

Log in with iAM Smart :
1. Please open iAM Smart App in your mobile
2. Tap the scan button in iAM Smart App

3. Scan the QR Code
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3) Open the "iAM Smart" App on your mobile devise, tap the scan button and scan the QR Code.

& Scan QR code(Testing enviro...

Q search @ nfo &3 inbox

B To-Do

Featured Services  Topics More

v
Y K2 oo Scan GR code within the frame
l.‘ =\ . oo
RE o 5 A

HKChat Online Voter ~ SmartPLAY
Application ... Information...  (SIT-MO)

awrsEan
Weiia

(amn . &8
eTAX - EWFSFAA (inApp]  Intemational
Individual T Online Appl. . Driving Per.
Useful Information Updated at 16:02

Support Services
jor Wang Fuk Court
in Tai Po

Upload

®

Home Services Scan Me Settings.

4)  After successful linkage, a tick mark will appear on the QR code.

< Back to online service

Log in with iAM Smart :
1. Please open iAM Smart App in your mobile

2. Tap the scan button in iAM Smart App

3. Scan the QR Code °
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5) The mobile app will display the authentication permission screen. Select “Continue”. The
"iAM Smart" app will show that you have successfully logged in to "Hong Kong Certification

Authority". Click “Back”.

Log in with iAM Smart

"Hong Kong Certification
Authority"”

Hong Kong Internet Registration Corporatio

More

Featured Services  Topics

:’.. _1 D) 88

Log in "Hong Kong Certification
Authority” via authentication
function by iAM Smart

REO-  Online Voter SmartPLAY

Successfully logged in g
"Hong Kong Certification Application ... Information... ~ (SIT-MO)

TN

Authority” o
w8 ?.;’;.‘2]
S == ¢
. Please return to "Hong Kong oTAX - eWFSFAA (InApp]  International
Certification Authority” on another Individual T Online Appl... Driving Per.

device to continue

Useful Information

Support Services
for Wang Fuk Court

in Tai Po N
™

Home  Services Scan

6) After successfully logging in to the HKCA d-Cert Subscriber Portal, you will be redirected
to the “Applications” page.
PANY LIMITED] | Organisation Account v

My Orders
d-Cert (Organisational) d-Cert (Encipherment)

My Certificates

=3
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7)  When the account is linked to "iAM Smart", the "Account Information" page will display a
message: "You have successfully linked your '"AM Smart' account.”" Once successfully logged

in, you can access the Applications, My Orders, and My Certificates pages.

=
PI\ A d-Cert Subscriber Portal ¥y English Personal Account: [CHAN Tai Man] | Personal Account
Wong ong Carscation Aty
o ;
Applications b 2 masmLE ‘
X Log Out
My Orders _ 9
unt Informatior

My Certificates

Narme in English Name in Chinese

CHAN Tal Man LES 4

tle Date of B

-] ! 1€

HKID Mabile P N

* 1 92

Email Address Job Title  Position

Eo——rr—
ontact Telephone Number (Office) Fax Numbe
0
dentity [
.Click to Upload

2.3.3 Account Logout

1) Select “Personal Account” or “Organisational Account” at the top right corner of the page.

Three options will appear. Select “Log Out”.

Organisation Account : [MONG FAT COMPANY LIMITED] | Organisation Account s

& Account Information

& Personal Account : Switch

X Log Out ‘

2)  Select “Confirm” to log out. Upon successful logout, you will be redirected to the system login

page.

Tip

@ Are you sure you wish to log out?
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2.4 Password Reset and Recovery
If you forget your login password, you can reset it.

1) At the bottom of the system login page, select “Forgot Password”.

HK A d-Cert Subscriber Portal F Engish  [[Logh | | Register

System Login

Qg XM

| agree to the

@ contue witn 1M Sman

2)  On the "Reset Password" page, enter your login email, then click “Send Code”.

I:I”,V\MA d-Cert Subscriber Portal Fenglen IR (NS

Reset Password
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3) The system will send a verification code to your email.

Subject: Your email verification code

HIKCA

Hong Kong Certification Authority

[HKCA Digital Certificate Subscription Portal]
Email Verification Code
Dear Applicant,

Thank you for using the HKCA Digital Certificate Subscription Portal.

The verification code provided in this email is only applicable to email verification for personal account registration on the HKCA Digital Certificate Subscription
Portal, in order to ensure the security and accuracy of the account registration process.

Please enter the verification code below on the registration page to complete your personal account registration:

Verification Code: HcdZP

Please note:

This verification code is valid for 3 minutes only. If the code expires, please request a new verification code.

4)  On the "Reset Password" page, enter the Verification Code, New Password, and Confirm New
Password (The password must be between 8 and 20 characters, containing both numbers and
letters.). Then click “Submit”.

5)  After the system shows “Password successfully changed”, the page will redirect to the login

page. Login with the new password.
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3 Interface Overview and Basic Operations

'HKCEA ' 2 %o : j
(\ d_cert SUbSCnber Porta| Organisation Account : [MONG FAT COMPANY LIMITED] | Organisation Account v

Hong Kong Certihcation Authortty

My Orders
d-Cert (Organisational) d-Cert (Encipherment)

- e

My Certificates

\ =21 B3] J

Region Description
1 HKCA logo.
2 The name of this system.

The type and name of the current account.

If it is a personal account, the English name of the account holder will be displayed.
If it is an organisational account, the English name of the organisation will be
displayed.

Account management button. Clicking this will display a drop-down menu for:
Account Information: To view and edit the current account information.

Switch Account: If the current account has both personal and organisational accounts,
you can switch between the accounts. If the current account is a personal account and
no organisational account has been registered, this item will display "Sign Up".
Clicking this will allow you to register an organisational account based on the current
personal account.

Log Out: To log out of the current account.

Function Menu Bar. Select an item to open the corresponding function page.

6 “Applications” page. Different eligible products for purchase will be displayed based

on whether it is a personal account or an organisational account.
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4 Application of d-Certs

In the "Applications" page, different types of digital certificates can be applied for based on whether

it is a personal account or an organisational account.

. Personal Organisational
Certificate Type
Account Account
HKCA d-Cert (Personal) v -
HKCA d-Cert (Organisational) - v
HKCA d-Cert (Encipherment) - v

4.1 d-Cert Profile

The “View Profile” button will be displayed upon mouse-over on one type of d-Cert. Clicking this
button will display a brief introduction of the selected d-Cert.

d-Cert (Personal)

Product Introduction

For individual who has a Hong Kong identity card to digitally
sign, encrypt/decrypt electronic transactions; Valid for one,

d-Cert (Personal) d-Cert (Personal) two or three years
Subscription / Validity Period: 1 Year/2 Year/3 Year
Storage Medium:- Storage Medium:- Storage Medium:-
Subscription / Validity Period:1 Year/2 » Subscription / Validity Period:1 Year/2 » Subscription / Validity Period:1 Year/2
Year/3 Year Year/3 Year Year/3 Year

4.2 Create Certificate Application Order
1) Click "Select" on the certificate type of interest in the "Applications" page.

2) Configure the certificate specifications, such as Subscription / Validity Period, quantity of
certificates, etc, then click "OK".

Application Details

* Type of Certificate

* Subscription / Validity Period

* Quantity

HKCA d-Cert Subscriber Portal User Manual v1.1 (202605) Page 21



The same Validity Period applies to all certificates in a single application. That is, if the Validity

Period is set for 2 years and the number of d-Cert (Organisational) is set as 3 in a single application,

all three certificates will be valid for 2 years. If you wish to have 2 certificates valid for 2 years and

1 certificate for 1 year, you will need to place two separate applications in the same order list.

3)

4)

5)

6)

If you need to place additional applications for other types of digital certificates, continue by
clicking "Select" on the certificate type you wish to add to the order list and configure the

certificate specification as in above step.

After all certificate types of interest have been added to the order list, click "Selected" to view

the “Order Detail List”. Click “Save” if the information is correct.

Selected

Click "Next" to go to the "Order Confirmation" page.

Applications Applications

My Orders
d-Cert (Organisational) d-Cert (Encipherment)

My Certificates.

S “

The "Order Confirmation" page allows you to view the order details of the selected certificates.

The applicant institution information and applicant information will be automatically filled in

along with the account information.

If you need to modify the certificate specifications in the “Order Detail List”, click “Back to
Edit” at the bottom of the “Order Confirmation” page to make modifications.
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Applications > Order Confirmation

Order Confirmation

Order Details List

Type of Certificate List of Domain Entered / Media

d-Cert (Organisational) -

d-Cert (Encipherment) -

F of the Org
* Organisation Name (English)

MONG FAT COMPANY LIMITED

Branch/Department Name (English)

Branch/Department Name (English)

Organisation Type

General Company

Certificate of Incorporation (Cl) / Certificate of Registration (CR)

2 6

Subscription /

Validity Period LT Unit Price(HKS) Subtotal(HKS)
1 Year 1
2 Year 1

=

R
Administration Fee E R
- ——

Total

Organisation Name (Chinese)

FERHMLE

Branch/Department Name (Chinese)

Branch/Department Name (Chinese)

Business Registration Number (BRN)

202 58

Particulars of Authorised Representative

* Name in English

CHAN Tai Man
* Title
Mr Ms

* Date of Birth

B 194

* Email Address

p_ci com

* Contact Telephone Number (Office)

Ky

* Identity Document

* Click to Upload

Drag file here, o click to upload

Supports JPG, JPEG, PNG, PDF formats(Up to 1 file can be uploaded, and the maximum file size is 10MB)

Preview Delete

CHAN TAI MAN.png 774 K&

* Organisation Authorization Document

to Upload

Drag file here, or click to upload

Supports JPG, JPEG, PNG, PDF formats(Up to 1 file can be uploaded, and the maximum file size is 10MB)

{21#® Authorisation Letter.pdf 133k8 Preview Delete

Name in Chinese

PRASC

* HKID/Passport Number

* HKID Passport Number

X/ )

Mobile Phone Number

Oa—y2

* Job Title / Position

Executive Assistant Manager

Fax Number

Fax Number

¥ Click to download the Authorisation Letter

The authorisation letter is usually issued by a director or a person with equivalent rank
or above of the organisation applying for d-Cert. HKSAR government bureau /
department applying for d-Cert should submit the authorisation letter in the form of
memo impressed with the department chop and signed by the Departmental
Secretary or an officer at equivalent rank or above.
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7)

8)

Particular of Authorised User/Unit

1. d-Cert (Organisational) Subscription / Validity Period - 1 Year >

2. d-Cert (Encipherment) Subscription / Validity Period - 2 Year >

I agree to the {Certificat bscriber Agreement} and confirm the accuracy of the provided information. @

Complete the required supplementary information for the certificate application. Different

information is required for different certificate types.

d-Cert (Organisational): Provide the details of the Authorised User.

1. d-Cert (Organisational) Subscription / Validity Period - 1 Year ~
Authorised User's title Authorised User's Name in English
Mr. Ms.
Authorised User's HKID/Passport Number Email Address
© HKID Passport Number

Contact Phone Number

Identity Document

2 Click to Upload

The Autharised User shall sign on the copy of his/her HKID card or passport.

d-Cert (Encipherment): Provide the Name and email address of Authorised Unit.

2. d-Cert (Encipherment) Subscription / Validity Period - 2 Year ~

Name of Authorised Unit * Email address of Authorised Unit

After completing the supplementary information of the application and confirming its accuracy,
read and agree to the terms of the agreement, and then click "Confirm". Once the order is
confirmed, the order details (except contact information) cannot be further modified.

@ I agree to the (Certificate Subscriber Agreement} and confirm the accuracy of the provided information e
m

You will be redirected to the "Order Payment" page under “My Orders” (see “Order Payment”

for details of how to pay for the order).
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S Order Management

Perform order management operations in the "My Orders" page. To manage an “Unpaid” order in
your account, click “Manage” for the respective order to Pay Order, Cancel Order or Edit Order.
Cancel Order allows cancelling of the full order and Edit Order allows editing of the contact
information for the order. Pay Order allows order payment (see below for details).

For “Paid” Orders, clicking “Manage” will allow View Order.

NY LIMITED] | Organisation Account s

Applications My Orde

My Certificates

5.1 Order Payment
For orders with a payment status of "Unpaid" in the "My Orders" list, click "Manage" and then
"Pay Order" to access the “Order Payment” page.

Applications

My Orders Status rder No. Reset

My Certificates
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5.1.1 Online Payment

After selecting "Online Payment", select the online payment method then click “Next”. The online

payment methods include Credit Card and Other Payments.

My Orders > Order Payment

Order Payment

My Certificates
Order Information

Payment Methods

Select payment method

Offline payment ~ ©

Pay By

Credit Card

Order Number: 26042456188888

.

qm

After selecting "Credit Card" and clicking "Next", the page will redirect to the "Global Payments

n

page. Please complete the online payment according to the prompts on the page.

HK Domain Name Reg Co Ltd

< Back

Crediit or Debit card

Card number *

Expiry date *
T

Billing address toptionan
Country

Select Country

Address

Add Apt #, floor, unit, suite, et

State / Province

HK Domain Name Reg Co Ltd

% English (United States) >

Cardholder name (exactly a5 shown on card) *

Security code * @

Postcode / ZIP Code

@ Pay §

S

8 Secure Chackout

Order summary

d-Cert order

Total HKD §
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After selecting "Other Payments" and clicking "Next", the page will navigate to the QFPay page.
Please complete the online payment according to the prompts on the page.

CI\ F p Y] | secure creckout

Make Payment to Complete Your Order

Please pay within 5 mins to finalize your purchase

HK$ & &

Payment Methods
o é AlipayHK
E Alipay
E WeChat Pay

&5 unionPay Card and QuickPass

QFPay Haojin Fintech Ltd. © 2026

After the online payment is completed, the payment status will change to "Paid".

Applications My Orders

My Orders Ordero -

My Certificates

HKS =3

When the digital certificate application is approved, the applicant will receive an email notification
"Confirmation of Receipt — Digital Certificate Application”, click on the link "Access Code" in the
email content to get the Access Code (refer to “Get Access Code” step 4 to step 8).

5.1.2 Offline Payment

If the client selects offline payment, a valid “Pay in Slip” must be available for upload as evidence

of the transaction.

1) Once the applicant has fully paid the digital certificate application fee offline, log into the
HKCA d-Cert Subscriber Portal, go to the "My Orders" page, and select the corresponding
order to go to its "Order Payment" page.
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Applications

My Orders

My Certificates

My Orders > Order Payment

Order Payment

Order Information
Order Number: 26042456188888

Payment Methods

* Select payment method

Oniline payment

Payment Methods

Pay in Slip

Upload payment voucher documents

+ Click to Upload

Payment Notes

Plea

Total Amount: HK$:

Payment date

Download Invoice

2)  After selecting "Offline Payment", enter the Payment Method, the Payment Date, and upload

the payment voucher document, then click "Next".

Applications My Orders > Order Payment
My Certificates

Order Information

Order Number:  26042456188888

Payment Methods
Select payment method

© Offline p:

nt Online payment

* Payment Methods

Pay in Slip

* Upload payment voucher documents

Drag file here, or dlick to upload

Payment voucher.png 6 K Preview [

Payment Notes

Total Amount:

* Payment date

2026/04/24

HK$.

)

Download Involce
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3) After submitting the offline payment information, the payment status of this order will change
to “Payment Under Review”.

Payment Under Review!
Order Number: 26042456188888

Applications My Order

My Orders Status Order No. Reset

My Certificates

HKS,

4)  Once the payment review is approved, the payment status of this order will change to “Paid”.

Applications My Order:

m - i m et

My Certificates

HKS =3

When the digital certificate application is approved, the applicant will receive an email
notification "Confirmation of Receipt — Digital Certificate Application", click on the link
"Access Code" in the email content to get the Access Code (refer to “Get Access Code” step 4
to step 8) .
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6 Certificate Application Management

Manage application records through the “My Certificates” page. Functions include viewing
application details, getting Access Code, downloading the certificate, and downloading the

certificate password, among other operations.

Applications —

My Orders

6.1 Get Access Code

The Access Code is required for all types of d-Certs, for the processes of downloading the certificate,
downloading the password, and revoking the certificate. Please store the Access Code securely.

1) After entering the "My Certificates" page, click on the Application No. for which you need to
get the Access Code.

Applications
My Orders Application No.
m Gl . S F
04-2
04-24
WONG YIU 3 m

2)  On the "Certificate Information" page, click "Get Access Code".

Certificate Application Number:

26042456188888001

Certificate serial number

26072E77D50CB26DDACOCBEATCTAG2956FDOEF3E

e

My Certificates > Certificate Application Details-260424561888880(

Retumn to Certificate List

01

Order reference number

26042456188888

Certificate validity period:

2026-04-24 12:37:13 ~ 2027-04-24 12:37:13

3) After confirming the displayed recipient information, click "Apply". The system will send
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an email notification to the designated email address. (The Applicant's email address for
Personal Accounts or the Authorised Representative's email address for Organisational
Accounts.)

Get Access Code

Certificate Information

Type of Certificate Valid From Date/Time
d-Cert (Organisational) 2026-04-24 12:37:13
Valid To Date/Time Authorised Representative’s email

2027-04-24 12:3713

e m

After receiving the email notification titled "Confirmation of Receipt — Digital Certificate
Application”, click on the link "Access Code" in the email content.

Subject: Confirmation of Receipt — Digital Certificate Application

[HKCA Digital Certificate Subscription Portal]
Confirmation of Receipt - Digital Certificate Application
Dear MONG FAT COMPANY LIMITED,

This is to confirm receipt of your d-Cert (Organisational) application. Your application is now being processed and will proceed to the review stage shortly.

To safeguard your information security, your application details and an important “Access Code” have been generated on a secure webpage

Please click the "Access Code" button below to retrieve your Access Code.

Access Code
Please note: ‘
For security reasons, this link will expire on 72H.

Please keep your Access Code securely. This code is required as the unique credential for:
» Downloading your Digital Certificate file (PIN), and

« Submitting a request for Digital Certificate revocation

Once the application review is completed, you will receive a separate email notification with instructions on the next steps.
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5) Enter the required verification information, then click “Submit”.

Personal Account: Enter HKID number, the applicant's English name and the graphic
verification code.

Organisational Account: Enter the Organisation BR/CI/CR number, Organisation Name
(English) and the graphic verification code.

Welcome. Please enter the following information for verification
to proceed with certificate operations.

6)

* Organisation BRN/CI/CR number:

* Organisation Name (English):

* Verification code:

Tt

Click "Download".

Get Access Code

Order Summary

Order number:
26042456188868

Category:

Digital certificate

Subscription / Validity Period:

1 Year

Certificate Application Number:

26042456188888001

Type of Certificate:

d-Cert (Organisational)

Certificate Common Name:
NG TSE SHAN
Certificate Serial Number:

2607 3E

Application Status:

Issued

Name in English Name in Chinese
CHAN Tai Man A
Email address: Telephone:

Download Form

=%

9 02
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7) Download a PDF file and enter the password to open it.
d-Cert (Personal): The password is the first 4 digits of the applicant's HKID number.

d-Cert (Organisational / Encipherment): The password is the first 4 digits of the Authorised
Representative’s HKID/Passport number.

Name Date modified Type Size
I 26042456188888001_refno.pdf 4/24/2026 14:22 Adobe Acrobat ... 2KB
Password X

26042456188888001_refno..." is protected. Please enter a Document Open Password.

Cancel

2N

Enter Password: | ===

8) Please store the Access Code securely.

Alltools  Edit  Convert  E-Sign Find text ortools Q, B & zm -
HKGA
EEWIEEEEREDL -
@,
RS
/ Access Code
“a
(BB LA Certificate Details 1
el 7ML Order number: 26042456188888 ]
IR Application Number: 26042456188888001
v M Type of Certificate: PIEE (#1 ) (d-Cert (Organisational))
l...!. #F& Common Name: NG TSE SHAN A
a TRAIES Access Code: 0000841767, v
El
HMNote:
W . SR, TRIEE. FRE® (&
oL 1
Please be sure to securely save your Access Code, as this number is the unique credential
required for all actions, i i itting your CSR, i tificate, @
i . and requesting certific i '
827x1169in Q
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6.2 Download Certificate

1)  Click the Application No. for the certificate you wish to download in the “My Certificates” list

to enter the “Certificate Application Details” page.

Applications My Certificate
My Orders Application No.
-

N y tion N

d-Cert

\ (Organisational)

Type of Certificate

Subscription / Validity Period

NG TSE SHAN

2026-04-24
11:4243

Status

2) Click "Download" on the Certificate Application Details page.

Applications My Certificates >

My Orders ertificate Information  Retum to Certificat

My Certificates

Certificate Application Number.

26042456188888001

Certificate serial number

26072E77D50CB26DDACOCBEA7CTA62956F DOEF3E

Ty

Order reference number.

26042456188888

lidity period

2026-04-24 12:37:13 ~ 2027-04-24 12:37:13

3) Click “Download Certificate”. The system will send an email for downloading the certificate

to the designated email address. (The Applicant's email address for Personal Accounts or the

Authorised Representative's email address for Organisational Accounts.)

Download certificate
Certificate Information
Authorised Representative's name
CHAN Tai Man
Valid From Date/Time
2026-04-24 12:37:13

Authorised Representative’s email

Get Certificate Password

Yy @ i e T e e el e s

Type of Certificate
d-Cert (Organisational)
Valid To Date/Time

2027-04-24 12:37:13
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4)

5)

Click on the "Download Your Certificate" link in the “Your Certificate Has Been Issued” email.

Subject: Your Certificate Has Been Issued (Application No.[2604216063769XXXX)

[HKCA Digital Certificate Subscription Portal]
Certificate Issuance Notification
Dear

Thank you for using the HKCA Digital Certificate Subscription Portal.

Your certificate has been successfully issued. The details are as follows:
Application No. 260421
Common Name: ¢
Validity Period: 2026-04-21 12:44:19 to 2028-04-21 12:44:19
Please click the temporary link below to download your certificate files:

Download Your Certif

cate] (<- This is a hyperlink button)

Please note: For security purposes, this download link will expire on 72H. Please keep your certificate files secure after downloading and install them on your server
as soon as possible.

If the link has expired or you require assistance with installation, please log in to the customer portal or contact our technical support team directly.

Enter the required verification information, then click “Submit”.

Personal Account: Enter the Access Code, the applicant's English name, and the graphic

verification code.

Organisational Account: Enter the Access Code, English Organisation Name, and the graphic

verification code.

Welcome. Please enter the following information for verification
to proceed with certificate operations.

* Access Code:

Organisation Name (English):

* Verification code:
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6) Click "Download".

Order Summary

Certificate Details

Order number:
2604245618888

Category:

Digital certificate

Subscription / Validity Period:

1 Year

Certificate Application Number:

Download

Type of Certificate:

d-Cert (Organisational)

Certificate Common Name:

NG TSE SHAN

Certificate Serial Number:

26072E77D50CB26DDACOCBEATCTAG2956FDOEF3E

Application Status:

26042456188888001 Issued

Particulars of the Authorised Representative

Name in English Name in Chinese
CHAN Tai Man PRAC
Email address: Telephone:
“om
Download Form w7

Download Section (Certificate Files, Certificate Chain)

Content of the Certificate Issuance Document

Encryption algorithm:
RSA

Number of bits encrypted:
2048

Authorised User’s name:
NG TSE SHAN

Country code:

HK

7)  After reading the important safety instructions, click "I am aware of this and shall proceed with
the download".

Important Safety Notice
Hello, please read the following information carefully:

You are now about to download the certificate file (.p12).

To ensure security, the system will initiate a 24-hour deletion
countdown once you have successfully got both the ‘certificate
file' and ‘certificate password',

Upon completion of the countdown, the certificate file and
password will be permanently deleted and cannot be retrieved or
restored.

Please ensure that both the downloaded files and their
corresponding passwords are stored securely in a safe location.

Cancel

| am aware of this and shall proceed with the download

8)  The files will be downloaded into a zip archive, which contains the digital certificate file, the
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HKCA Root CA Certificate, and the HKCA Sub CA Certificate. Please keep your certificate

safe.

» certificate.p12
a rootCaCertificate.crt

# subCaCertificate.crt

6.3 Download Certificate Password
A Certificate Password is required for use with to d-Cert (Personal / Organisational / Encipherment).

1) Click the Application No. of the certificate for which you wish to download certificate
password in the “My Certificates” list to enter its "Certificate Application Details" page.

Applications My Certificat

My Orders Application No. Type of Certificate Status
Rese

4 : :T,:u;‘:.‘«“,:mn NG TSE SHAN ,“‘ ! 1
.
2) Click "Download" on the Certificate Application Details page.

Applications My Certificates > Certificate Application Details-26042456183888001
26042456188888001 26042456188888
Certificate serial number Certificate validity period:
26072E77D50CB26DDACOCBEA7CTA62956F DOEF 3E 2026-04-24 12:37:13 ~ 2027-04-24 12:37:13
= I
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3)

4)

Click “Get Certificate Password”. The system will send an email with the download password

to the designated email address.
d-Cert (Personal): Sent to the Applicant’s email address.
d-Cert (Organisational): Sent to the Authorised User’s email address.

d-Cert (Encipherment): Sent to the Authorised Representative’s email address.

Download certificate

Certificate Information
Authorised User’s name Type of Certificate
NG TSE SHAN d-Cert (Organisational)
Valid From Date/Time Valid To Date/Time
2026-04-24 12:37:13 2027-04-24 12:37:13
Authorised User’s email

== s

© Order users will receive a confirmation

Click on the "Retrieve Your Certificate Password" link in the email content.

Subject: Your .p12 Certificate Password is Ready for Retrieval

[HKCA Digital Certificate Subscription Portal]

Your .p12 Certificate P; i is Ready for Retrieval

Dear

Thank you for using the HKCA Digital Certificate Subscription Portal.

Application No. 2604 swewy |

Common Name: ¢

Your certificate file is now available for download. As the next step, you are required to retrieve the password needed to open and install the certificate file (p12)
via the secure link below.

This password corresponds to your certificate application number: 2604 )1 [Retrieve Your Certificate Password] (<- This is a hyperlink button.

Please note:
1. For security purposes, this link will expire on [72H].

2. Furthermore, 24 hours after you successfully retrieve the password, the record of this password will be permanently deleted from our system and cannot be
retrieved again.

3. After clicking the above link, please follow the prompts on the page to log in. Once logged in successfully, you can download the PDF file containing the
certificate password.

4. The PDF file is encrypted. The access password is the first 4 characters of your ID number. For example, if your ID number is A123456(0), the unlocking
password would be A123.

This certificate password is the unique key to unlock your .p12 certificate file. Please ensure you store it in a safe location and do not share it. We recommend that
you de not retain this passwerd for a long peried after successfully installing your certificate.
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5) Enter the required verification information, click "Submit".

Personal Account: Enter the Access Code, the applicant's English name, and the graphic
verification code.

Organisational Account: Enter the Access Code, English Organisation Name, and the graphic
verification code.

Welcome. Please enter the following information for verification
to proceed with certificate operations.

* Access Code:
Organisation Name (English):

* Verification code:

6) Click "Download".

Get the certificate password
Order Summary ~
i
Order number: Type of Certificate:
26042456188888 d-Cert (Organisational)
Category: Certificate Common Name:
Digital certificate NG TSE SHAN
Subscription / Validity Period: Certificate Serial Number:
1 Year 26072E EF3E
Certificate Application Number: Application Status:
26042456188888001 Issued
Name in English Name in Chinese
CHAN Tai Man A
Email address: Telephone:
com
Download Form ~
g
For s ord'
Upon
Please ensur

HKCA d-Cert Subscriber Portal User Manual v1.1 (202605) Page 39



7) Download a PDF file and enter a password to open it.
d-Cert (Personal): The password is the first 4 digits of the Applicant's HKID number.

d-Cert (Organisational): The password is the first 4 digits of the Authorised User's
HKID/Passport number.

d-Cert (Encipherment): The password is the first 4 digits of the Authorised Representative's

HKID/Passport number.
Name Date modified Type Size
[ 26042456188888001_pwd.pdf 4/24/2026 14:22 Adobe Acrobat .. 2 KB
Password X

'26042456188888001_pwd..." is protected. Please enter a Document Open Password.

Cancel

Enter Password: | ==+

8) Please store the password securely.

Alltools  Edit  Convert  E-Sign Find text ortools Q B & @ e
.-n‘
FEWIBERAR RO oot
Q,
BN
/ Certificate Pin
Z, :
I8 & I¥1§ Certificate Details
e, i
SR Application Number: s 1
Py BIRARESEMY Subscriber Reference Number: 0000841767
AL IR Type of Certificate: MEIRM (1M ) (d-Cert Organisational) ~
il & Common Name: NG TSE SHAN
e v
7 188 &5 Certificate Pin: 1971574337758574:
1MNote: c
WO ABRGNEEES,
BEBRTERTHE , SAXEHINRSEL,
Please do not disclose your certificate PIN to others. 4
Please keep the PIN safe. Lost PIN cannot be reissued nor reset.
827x 1169 in Q
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6.4 Request for Revocation of d-Cert

Please note that upon revocation, your certificate is permanently deleted and cannot be retrieved.

1) Click the Application No. of the certificate you wish to revoke in the “My Certificates™ list to

enter its "Certificate Application Details" page.

Applications tificates
My Orders Application No. Type of Certificate
m Order o Subscpion; Vi Prod
Ce 2026-04-24
NG TSE SHAN
: " I 11:42:4.
d-Cert 2026-04-24
WONG YIU
(Encipherment) 11:42:43

04-24 12:37:30

2) Click "Revoke" on the Certificate Application Details page.

26072E77D50CB26DDACOCBEA7C7A62956F DOEF3E

Applications My Certificates > Certificate Application Details-260424561

My Orders rtificate Information  Retumn to Certificate

My Certificates
Certificate Application Number Order refe ber
26042456188888001 6042456188888
Certificate serial number Certificate validity period:

2026-04-24 12:37:13 ~ 2027-04-24 12:37:13

3) Click "Apply", and the system will send an email to the designated email address. (The

Applicant's email address for Personal Accounts or the Authorised Representative's email

address for Organisational Accounts.)

Revocation

Certificate Information

Type of Certificate Valid From Date/Time

d-Cert (Organisational) 2026-04-24 12:37:13

Authorised Representative’s email

canest m

Valid To Date/Time

2027-04-24 12:37:13
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4) Click the link "Confirm Certificate Revocation" in the "Confirmation of d-Cert Revocation

Request" email.

Subject: Please Confirm Your Certificate Revocation Request

HKCA

Hong Kong Certification Authority

[HKCA Digital Certificate Subscription Portal]
Confirm Your Certificate Revocation Request
Dear
Thank you for using the HKCA Digital Certificate Subscription Portal.
We have received a request to revoke the following certificate. For security purposes, your final confirmation is required.
Application No.: 26 w01
Common Name:
Serial Number: 21105 58

The revocation process cannot be undone once completed. If you are certain you wish to proceed, please click the link below to submit your revocation request:
[Confirm Certificate Revocation] (<- This is a hyperlink button)

Please note:

This confirmation link is valid for 72H.

5) Enter the required verification information, then click "Submit".

Personal Account: Enter the Access Code, the applicant's English name, and the graphic

verification code.

Organisational Account: Enter the Access Code, English Organisation Name and the graphic

verification code.

Welcome. Please enter the following information for verification
to proceed with certificate operations.

Access Code:

Organisation Name (English):

Verification code:
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6) Confirm the certificate information and select the reason for revocation, then click “Submit”.

HK A d-Cert Subscriber Portal

Wong Kong Certifcation Authority

Revoke Certificate

Order Summary v

Certificate Details

Order number: Type of Certificate:
26042456188888 d-Cert (Organisational)
Category: Certificate Common Name:
Digital certificate NG TSE SHAN
Subscription / Validity Period: Certificate Serial Number:
1 Year 2 3E
Certificate Application Number: Application Status:
26042456188888001 Issued
icular e Authorised Represen
Name in English Name in Chinese
CHAN Tai Man mRAX
Email address: Telephone:
Download Form v

Reason for revocation

7)  When the certificate is successfully revoked, the status in the "My Certificates" list will
automatically be updated to Revoked.

Applications My Certificates

My Orders Application No. Type of Certificate Status

My Certificates Order No. Subscription / Validity Period B

NG TSE SHAN
isational) 11:42:43
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