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1 Introduction 

1.1 Purpose of Compilation 

This manual is designed to provide d operation guidelines for users of the HKCA d-Cert 

Subscriber Portal. This system is a comprehensive service platform that integrates the display of 

digital certificate products, online ordering, payment settlement, and the full lifecycle management 

of certificates. 

1.2 Applicable Users 

This manual is applicable to end-users who use the HKCA d-Cert Subscriber Portal, namely 

organization or individual users with the need to purchase digital certificates, and they are 

responsible for placing orders, making payments, and subsequently applying for and deploying the 

certificates. 

1.3 Definitions 

HKCA d-Cert Subscriber Portal: Refers to the software system described in this user operation 

manual, used to complete online transactions and management of digital certificate products. 

Digital Certificate products: Refers to various types of digital certificates available within the 

system, including but not limited to d-Cert (Personal / Organisational / Encipherment / Server). 

CSR (Certificate Signing Request): When applying for a d-Cert (Server), the applicant must 

generate this field using the server or a tool. It contains the public key and the applicant's information 

and is required for the issuance of the d-Cert (Server). 

Certificate Application No.: This refers to the Reference Number generated after the user 

completes order payment to trigger the certificate issuance process. The Order No. primarily relates 

to financial transactions, while the Application Form Number primarily relates to certificate 

application and management. 

2 System Registration, Login and Environment Preparation 

2.1 System Access Address and Environment Requirements 

This system can be accessed through a web browser. To ensure the normal operation of system 

functions and the best user experience, the following environment configuration is recommended. 

1. System Access Address: https://hkca.hk/ 

2. Recommended Browser Configuration: The system has the best compatibility with the 

following browsers: 

Google Chrome: Version 80.0 and above (recommended) 

Microsoft Edge: Version 80.0 and above 

Mozilla Firefox: Version 70.0 and above  

https://hkca.hk/
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2.2 Account Registration 

Visit HKCA website, then click “Login” on the upper right corner of the page to access HKCA d-

Cert Subscriber Portal. 

 

HKCA d-Cert Subscriber Portal supports the registration of both Personal Accounts and 

Organisational Accounts. 

New subscribers should select “Register” to create an account. Existing registrants should select 

“Login”. 

 

 

  

https://hkca.hk/
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2.2.1 Personal Account Registration 

To create a personal account, select “Personal Account Registration” and enter your personal 

information and login credentials. A personal account supports the application of d-Cert (Personal), 

and DV d-Cert (Server). 

After submission, you will receive an approval email. You may then log in to the HKCA d-Cert 

Subscriber Portal using your registered email address and chosen password (see Login with 

Account Email and Password for details).  
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2.2.2 Organisational Account Registration 

To create an organisational account, select Organisational Account Registration. You will register 

as the Authorised Representative to communicate with us and manage digital Certificate products. 

Enter your organisation details, your information (as the Authorised Representative), and Technical 

Contact information (if apply for d-Cert (Server), along with login credentials. You must upload 

required documents, including an authorisation letter from your company appointing you as 

the Authorised Representative. An organisational account supports applications for d-Cert 

(Organisational / Encipherment / Server). 

After submission, you will receive an approval email. You may then log in to the HKCA d-Cert 

Subscriber Portal using your registered email address and chosen password (see Login with 

Account Email and Password for details). 

When registering an organisational account, a personal account for the Authorised Representative 

will be created simultaneously. After logging in, the Authorised Representative may switch accounts 

to manage the certificate applications for both the personal account and organisational account. 
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2.2.3 Register Account by iAM Smart 

1) Visit HKCA d-Cert Subscriber Portal then click “Continue with iAM Smart”. 

 

2) Open "iAM Smart" App on your mobile, and then tap the Scan button. Scan the QR code on 

the screen. 

 

3) After successfully scanning the QR code with “iAM Smart App”, a tick will appear on the QR 

code. The mobile app will display the authentication permission screen. Click “Continue”. 

 

4) The "iAM Smart" app will show that you have successfully logged in to "Hong Kong 

https://certmall.hkca.hk/
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Certification Authority". Click “Back”. 

 

5) If the system detects that the current iAM Smart account is not associated with the HKCA d-

Cert Subscriber Portal account, the user can choose "Link up Existing Account" (refer to 

Bind ‘iAM Smart’ to Existing Account). 

6) After reading and agreeing to the “User Privacy Agreement”, click the check box to indicate 

your consent.  

 

7) The page will redirect to “Register a New Account”. Select “Continue with iAM Smart”. 
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8) The page pops up "Authorise 'iAM Smart' to provide personal information". 

Open “iAM Smart” app and select “To Fill”. 

 

9) In the "iAM Smart" app, select “Agree to use”. 

 

10) Upon successful connection, the fields for Name in English, Name in Chinese, Title, Date of 

Birth, HKID, Mobile Phone Number and Email Address (if available) will be automatically 

populated, with iAM Smart icons displayed next to them. 

In the "iAM Smart" app, select “Back”. 
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11) Continue filling in the remaining information and upload the required supporting documents. 

Then click "Submit Registration". 

After submission, you will receive an approval email. You may then log in to the HKCA d-

Cert Subscriber Portal using either your iAM Smart (refer to Login with iAM Smart) or your 

registered email address and chosen password (refer to Login with Account Email and 

Password).   

 

2.2.4 Bind "iAM Smart" to Existing Account 

1) Visit HKCA d-Cert Subscriber Portal, then click “Continue with iAM Smart”. 

 

2) Open "iAM Smart" App on your mobile, and then tap the Scan button. Scan the QR code on 

the screen. 

 

3) After successfully scanning the QR code with “iAM Smart App”, a tick will appear on the QR 

code. The mobile app will display the authentication permission screen. Select “Continue”. 

https://certmall.hkca.hk/
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4) The "iAM Smart" app will show that you have successfully logged in to "Hong Kong 

Certification Authority". Click “Back”. 

 

5) When the system detects that the current iAM Smart account is not linked to the HKCA d-

Cert Subscriber Portal account, select "Link up Existing Account" or "Register New 

Account". (Registration of new accounts can be referred to Personal Account Registration, 

Organisational Account Registration or Register Account by iAM Smart). 
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6) From the "Link up Existing Account" page, enter the email address and password of the 

registered account. Then select “Confirm Link Account”. 

 

7) After the system verifies the account information, the message "Linking Successful" will be 

displayed. Select "Confirm". 
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8) When the account is linked to "iAM Smart", the "Account Information" page will display a 

message: "You have successfully linked your 'iAM Smart' account." 

 

 

2.2.5 Register the Organisational Account to the existing Personal Account 

1) To log in to the HKCA d-Cert Subscriber Portal using the personal account (refer to Login 

with Account Email and Password or Login with iAM Smart for login procedure), select  

"Personal Account" in the upper right corner, then select "Sign Up". 

 

2) Fill in the organisation details, your information (as the Authorised Representative), and 

Technical Contact information (if apply for d-Cert (Server), along with login credentials. You 

must upload required documents, including an authorisation letter from your company 

appointing you as the Authorised Representative. Then click "Submit Registration". 
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3) After submission, you will receive an approval email. You may then log in to the HKCA d-

Cert Subscriber Portal using either your iAM Smart (refer to Login with iAM Smart) or your 

registered email address and chosen password (refer to Login with Account Email and 

Password). 

4) The original personal account remains usable after submission. Logging in to the original 

account will then allow you to view both the personal and organisational accounts 

simultaneously. 
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2.3 Account Login and Logout 

2.3.1 Login with Account Email and Password 

Users must first register an account to log into the system. After logging in, they can place order for 

chosen d-Cert types and manage applied d-Cert, such as downloading files or revoking the d-Cert. 

1) Visit HKCA d-Cert Subscriber Portal. 

2) Enter the login email address, login password, verification code, and tick "I agree to the User 

Privacy Agreement" checkbox. Then click "Login".  

 

3) Once successfully logged in, you can access the Applications, My Orders and My Certificates 

pages. 

  

https://certmall.hkca.hk/
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2.3.2 Login with iAM Smart 

1) Visit HKCA d-Cert Subscriber Portal. Then click “Continue with iAM Smart”. 

 

2) The desktop web browser will redirect to the "iAM Smart" system, displaying a QR Code. 

 

  

https://certmall.hkca.hk/
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3) Open the "iAM Smart" App on your mobile devise, tap the scan button and scan the QR Code. 

 

4) After successful linkage, a tick mark will appear on the QR code. 
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5) The mobile app will display the authentication permission screen. Select “Continue”. The 

"iAM Smart" app will show that you have successfully logged in to "Hong Kong Certification 

Authority". Click “Back”.  

 

6) After successfully logging in to the HKCA d-Cert Subscriber Portal, you will be redirected 

to the “Applications” page. 
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7) When the account is linked to "iAM Smart", the "Account Information" page will display a 

message: "You have successfully linked your 'iAM Smart' account." Once successfully logged 

in, you can access the Applications, My Orders, and My Certificates pages. 

 

 

2.3.3 Account Logout 

1) Select “Personal Account” or “Organisational Account” at the top right corner of the page. 

Three options will appear. Select “Log Out”. 

 

2) Select “Confirm” to log out. Upon successful logout, you will be redirected to the system login 

page. 
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2.4 Password Reset and Recovery 

If you forget your login password, you can reset it. 

1) At the bottom of the system login page, select “Forgot Password”. 

 

2) On the "Reset Password" page, enter your login email, then click “Send Code”. The system 

will send a verification code to your email. 

3) On the "Reset Password" page, enter the Verification Code, New Password, and Confirm New 

Password (The password must be between 8 and 20 characters, containing both numbers and 

letters.). Then click “Submit”. 

4) After the system shows “Password successfully changed”, the page will redirect to the login 

page. Login with the new password. 
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3 Interface Overview and Basic Operations 

 

Region Description 

1 HKCA logo. 

2 The name of this system. 

3 
Language selection area – the supported languages are Traditional Chinese, Simplified 

Chinese and English. 

4 

The type and name of the current account. 

If it is a personal account, the English name of the account holder will be displayed. 

If it is an organisational account, the English name of the organisation will be 

displayed. 

5 

Account management button. Clicking this will display a drop-down menu for:  

Account Information: To view and edit the current account information. 

Switch Account: If the current account has both personal and organisational accounts, 

you can switch between the accounts. If the current account is a personal account and 

no organisational account has been registered, this item will display "Sign Up". 

Clicking this will allow you to register an organisational account based on the current 

personal account. 

Log Out: To log out of the current account.  

6 Function Menu Bar. Select an item to open the corresponding function page. 

7 “Applications” page. Different eligible products for purchase will be displayed based 

on whether it is a personal account or an organisational account. 
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4 Application of d-Certs 

In the "Applications" page, different types of digital certificates can be applied for based on whether 

it is a personal account or an organisational account. 

Certificate Type 
Personal 

Account 

Organisational 

Account 

HKCA d-Cert (Personal) ✔ - 

HKCA d-Cert (Organisational) - ✔ 

HKCA d-Cert (Encipherment) - ✔ 

HKCA DV d-Cert (Server) ✔ ✔ 

HKCA DV d-Cert (Server) with “Wildcard” feature ✔ ✔ 

HKCA DV d-Cert (Server) with “Multi-domain” feature ✔ ✔ 

HKCA OV d-Cert (Server) - ✔ 

HKCA OV d-Cert (Server) with “Wildcard” feature - ✔ 

HKCA OV d-Cert (Server) with “Multi-domain” feature - ✔ 

HKCA EV d-Cert (Server) - ✔ 

HKCA EV d-Cert (Server) with “Multi-domain” feature - ✔ 
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4.1 d-Cert Profile 

The “View Profile” button will be displayed upon mouse-over on one type of d-Cert. Clicking this 

button will display a brief introduction of the selected d-Cert. 

 

 

4.2 Create Certificate Application Order 

1) Click "Select" on the certificate type of interest in the "Applications" page. 

2) Configure the certificate specifications, such as Subscription / Validity Period, quantity of 

certificates, etc, then click "OK". 

Certificate type Certificate specification configuration page 

d-Cert (Personal) / 

(Organisational) / 

(Encipherment) 

 

DV/OV/EV d-Cert (Server) 

 



 

HKCA d-Cert Subscriber Portal User Manual v1.0 (202604) Page 22 

Certificate type Certificate specification configuration page 

DV/OV d-Cert (Server) 

with “Wildcard” feature 

 

DV/OV/EV d-Cert (Server) 

with “Multi-domain” 

feature 

 

 

The same Validity Period applies to all certificates in a single application. That is, if the Validity 

Period is set for 2 years and the number of d-Cert (Organisational) is set as 3 in a single application, 

all three certificates will be valid for 2 years. If you wish to have 2 certificates valid for 2 years and 

1 certificate for 1 year, you will need to place two separate applications in the same order list.  
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3) If you need to place additional applications for other types of digital certificates, continue by 

clicking "Select" on the certificate type you wish to add to the order list and configure the 

certificate specification as in above step. 

4) After all certificate types of interest have been added to the order list, click "Selected" to view 

the order details. Click “Save” if the information is correct. 

 

5) Click "Next" to go to the "Order Confirmation" page. 

 

 

6) The "Order Confirmation" page allows you to view the order details of the selected certificates. 

The applicant institution information and applicant information will be automatically filled in 

along with the account information. 

If you need to modify the certificate specifications in the “Order Details List”, click “Back to 

Edit” at the bottom of the “Order Confirmation” page to make modifications. 
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7) Complete the required supplementary information for the certificate application. Different 

information is required for different certificate types. 

d-Cert (Organisational): Provide the details of the Authorised User. 

 

d-Cert (Encipherment): Provide the Name of Authorised Unit. 

 

d-Cert (Server): Select the domain name verification method. The options include Email 

Verification, Label Verification and DNS Verification. 

 

8) After completing the supplementary information of the application and confirming its accuracy, 

read and agree to the terms of the agreement, and then click "Confirm order". Once the order 

is confirmed, the order details (except contact information) cannot be further modified. 

 

You will be redirected to the "Order Payment" page under “My Orders” (see Order Payment 

for details of how to pay for the order).  
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5 Order Management 

Perform order management operations in the "My Orders" page. To manage an “Unpaid” order in 

your account, click “Manage” for the respective order to Pay Order, Cancel Order or Edit Order. 

Cancel Order allows cancelling of the full order and Edit Order allows editing of the contact 

information for the order. Pay Order allows order payment (see below for details).  

For “Paid” Orders, clicking “Manage” will allow View Order. 

 

 

5.1 Order Payment 

For orders with a payment status of "Unpaid" in the "My Orders" list, click "Manage" and then 

"Pay Order" to access the “Order Payment” page. 
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5.1.1 Online Payment 

After selecting "Online Payment", select the online payment method. The online payment methods 

include Credit Card, WeChat Pay, Alipay and PPS. 

 

After the online payment is completed, click “Confirm payment”. The payment status will change 

to "Paid". 

 

At the same time, the applicant will receive an email notification “Acknowledgement of d-Cert (xx) 

Application”.  

 

5.1.2 Offline Payment 

If the client selects offline payment, a valid “Pay in Slip” must be available for upload as evidence 

of the transaction. 

1) Once the applicant has fully paid the digital certificate application fee offline, log into the 

HKCA d-Cert Subscriber Portal, go to the "My Orders" page, and select the corresponding 

order to go to its "Order Payment" page. 
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2) After selecting "Offline Payment", enter the payment method, the payment time, and upload 

the pay in slip, then click "Confirm Payment". 
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3) After submitting the offline payment information, the payment status of this order will change 

to “Payment Under Review”. 

 

 

 

4) Once the payment review is approved, the payment status of this order will change to “Paid”. 

 

At the same time, the applicant will receive an email notification “Acknowledgement of d-

Cert (xx) Application”.  
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6 Certificate Application Management 

Manage application records through the “My Certificates” page. Functions include viewing 

application details, getting Access Code, submitting the Certificate Signing Request (CSR), 

downloading the certificate, and downloading the certificate password, among other operations. 

 

 

6.1 Get Access Code 

The Access Code is required for all types of d-Certs, for the processes of downloading the certificate, 

downloading the password, submitting the Certificate Signing Request (CSR) operation and 

revoking the certificate. Please store the Access Code securely. 

1) After entering the "My Certificates" page, click on the Application No. for which you need to 

get the Access Code. 
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2) On the "Certificate Information" page, click "Get Access Code". 

 

3) After confirming the displayed recipient information, click "Apply". The system will send 

an email notification to the designated email address. (The Applicant's email address for 

Personal Accounts or the Authorised Representative's email address for Organisational 

Accounts.) 

 

 

4) After receiving the email notification titled "Your d-Cert (xx) Has Been Successfully Issued", 

click on the link "Access Code" in the email content. 

5) Enter the required verification information, then click “Submit”. 

Personal Account: Enter HKID number, the applicant's English name and the graphic 

verification code. 

Organisational Account: Enter the Organisation BR/CI/CR number, Organisation Name 

(English) and the graphic verification code. 
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6) Click "Download". 

 

 

7) Download a PDF file and enter the password to open it. 

d-Cert (Personal): The password is the first 4 digits of the applicant's HKID number. 

d-Cert (Organisational / Encipherment / Server): The password is the first 4 digits of the 

Authorised Representative’s HKID/Passport number. 

 

8) Please store the Access Code securely. 
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6.2 Domain Name Verification for d-Cert (Server) 

New d-Cert (Server) application orders will be displayed in the “My Certificates” page with a 

"Pending Verification" status. 

Click the "Validation" option in the "Actions" column to start domain name verification.  

 

Domain name verification supports options of  

Email Verification,  

Website/File Verification, and  

DNS Verification.  

After selecting the verification method, click “Validate Domain”. 
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6.2.1 Email Verification 

1) Select the email address of the website administrator to receive the verification code. 

 

2) Click "Send" and the system will send a verification code email to the selected email address. 

3) Enter the verification code in the text box and click "Check" to complete the domain name 

verification. 
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6.2.2 Website/File Verification 

1) Create a TXT file named “hkircca.txt” and copy the displayed domain verification code into 

the TXT file. 

2) Place the TXT file in the “/.well-known/pki-validation/” directory of the domain. 

3) Click “Check” to verify your URL and complete the domain verification. 

 

6.2.3 DNS Verification 

1) Create a DNS TXT record for the domain name and add the displayed domain verification 

code to the TXT value field. 

2) Click "Check" to verify your DNS TXT record and complete the domain name verification. 
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6.3 Submit Certificate Signing Request (CSR) 

Once the d-Cert (Server) application is approved, the Certificate Signing Request (CSR) must be 

submitted before the d-Cert (Server) can be downloaded (see Download Certificate for details on 

certificate download). 

1) After entering the "My Certificates" page, click on the Application No. for which you need to 

Submit Certificate Signing Request (CSR). 

 

2) On the Certificate Application Details page, click "Submit CSR". 

 

3) After confirming the recipient information displayed, click "Apply". The system will send an 

email notification to the designated email address. (The Applicant's email address for Personal 

Accounts or the Authorised Representative's and Technical Contact’s email addresses for 

Organisational Accounts.) 
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4) Click on the "Submit Your CSR" link in the " Submit CSR Notification" email. 

5) After entering the required verification information, click “Submit”. 

Personal Account: Enter the Access Code, the applicant's English name, and the graphic 

verification code. 

Organisational Account: Enter the Access Code, English Organisation Name and the graphic 

verification code. 

 

6) Generate the CSR. Then in the "Submit CSR" page, paste the CSR, and click “Submit”.  
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All the CSR content must be copied, including "-----BEGIN NEW CERTIFICATE REQUEST- 

----" and "-----END NEW CERTIFICATE REQUEST-----". 

 

7) After submitting the CSR, the certificate status will change to "Issued".  

 

Once issued, the certificate can be downloaded (see Download Certificate for details).  
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6.4 Download Certificate 

1) Click the Application No. for the certificate you wish to download in the “My Certificates” list 

to enter the “Certificate Application Details” page. 

 

2) Click "Download" on the Certificate Application Details page. 

 

3) Confirm the displayed recipient information, select “Download Certificate” from the drop-

down menu, and then click “Apply”. The system will send an email for downloading the 

certificate to the designated email address. (The Applicant's email address for Personal 

Accounts or the Authorised Representative's email address for Organisational Accounts.) 

 

4) Click on the "Download d-Cert File" link in the “Your d-Cert (xx) Has Been Successfully 

Issued” email. 

5) Enter the required verification information, then click “Submit”. 

Personal Account: Enter the Access Code, the applicant's English name, and the graphic 

verification code. 
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Organisational Account: Enter the Access Code, English Organisation Name, and the graphic 

verification code. 

 

 

6) Click "Download ". 
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7) After reading the important safety instructions, click "I am aware of this and shall proceed with 

the download". 

 

8) The files will be downloaded into a zip archive, which contains the digital certificate file, the 

HKCA Root CA Certificate, and the HKCA Sub CA Certificate. Please keep your certificate 

safe. 
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6.5 Download Certificate Password 

A Certificate Password is required for use with to d-Cert (Personal / Organisational / Encipherment). 

1) Click the Application No. of the certificate for which you wish to download certificate 

password in the “My Certificates” list to enter its "Certificate Application Details" page. 

 

2) Click "Download" on the Certificate Application Details page. 

 

3) Confirm the recipient information, select “Get the Certificate Password” from the drop-down 

options, and then click “Apply”. The system will send an email with the download password 

to the designated email address.  

d-Cert (Personal): Sent to the Applicant’s email address. 

d-Cert (Organisational): Sent to the Authorised User’s email address. 

d-Cert (Encipherment): Sent to the Authorised Representative’s email address. 
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4) Click on the "Download d-Cert PIN" link in the email content. 

5) Enter the required verification information, click "Submit". 

Personal Account: Enter the Access Code, the applicant's English name, and the graphic 

verification code. 

Organisational Account: Enter the Access Code, English Organisation Name, and the graphic 

verification code. 

 

6) Click "Download". 
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7) Download a PDF file and enter a password to open it. 

d-Cert (Personal): The password is the first 4 digits of the Applicant's HKID number. 

d-Cert (Organisational): The password is the first 4 digits of the Authorised User's 

HKID/Passport number. 

d-Cert (Encipherment): The password is the first 4 digits of the Authorised Representative's 

HKID/Passport number. 

 

8) Please store the password securely. 
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6.6 Request for Revocation of d-Cert 

Please note that upon revocation, your certificate is permanently deleted and cannot be retrieved. 

1) Click the Application No. of the certificate you wish to revoke in the “My Certificates” list to 

enter its "Certificate Application Details" page. 

 

2) Click "Revocation" on the Certificate Application Details page.  

 

3) Click "Apply", and the system will send an email to the designated email address. (The 

Applicant's email address for Personal Accounts or the Authorised Representative's email 

address for Organisational Accounts.) 

 

4) Click the link "Confirm Certificate Revocation" in the "Confirmation of d-Cert Revocation 

Request" email. 
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5) Enter the required verification information, then click "Submit". 

Personal Account: Enter the Access Code, the applicant's English name, and the graphic 

verification code. 

Organisational Account: Enter the Access Code, English Organisation Name and the graphic 

verification code. 

 

 

6) Confirm the certificate information and select the reason for revocation, then click “Submit”. 
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7) When the certificate is successfully revoked, the status in the "My Certificates" list will 

automatically be updated to Revoked. 

 

 


